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[bookmark: _Hlk526665839]Abstract of the contribution: This paper presents resolution to two Editor’s Notes in Solution#16 
Discussion
[bookmark: _Hlk94089313][bookmark: _Hlk94089401][bookmark: _Hlk96351276]The Solution #16 in 23.700-60 proposes usage of RTP/SRTP header information in the UPF to identify and group IP packets to PDU Sets. In SA2#151-e, two Editor’s Notes were agreed to capture aspects that required further study. 
The first Editor’s Note is on the UPF action to detect and identify PDU Sets based on the enhanced IP filter set conditions.  
Editor's note:	It is FFS whether setting of individual values in extended IP Filter set conditions allows the AF to specify relationships among RTP protocol fields of different packets, required to identify different patterns per PDU Set level and Payload Type.
Taking an example of the IP filter set condition to be {timestamp, payload type and End marker in RTP headers}, in  in-order processing scenario, UPF would group all IP packets with the same Payload type and same timestamp to be grouped as part of a PDU Set till it detects the end marker in one RTP header. However, IP packets could arrive out-of-order and UPF may encounter an IP Packet with a later timestamp and could miss one or more IP packets in between. It is expected that UPF implementations are designed to handle such cases. This requires that a UPF processing enhanced packet filter sets has to maintain some state information of previous IP packets it has processed till the time it can accept missing IP packets of that PDU Set (e.g., till the PDB window has timed out for that PDU Set). 
The processing in the UPF may also depend on the outcome of other packet filter set rules. For example, if a PDU Set has been configured with the setting that late delivery of PDU Set is acceptable, then an IP packet arriving late may still need to be identified to be part of a PDU Set that was processed earlier.  
Observation 1: Processing of an IP packet with a configured IP filter set may also depend on the status/state of previous IP packets. 
This information is added to the solution procedure description and also to the impacts section.    
The second Editor’s Note is related to enhancing the IP Filter set based on RTCP Header information. 
Editor's note:	The need to provide conditions for RTCP packet matching other than current IP packet filter set needs to be clarified.
It was pointed out that existing PCC Rules are able to specify rules for mapping RTCP packets per Application ID. However, this appears to be a limitation. In scenarios where AF does not want to use Application ID linked packet filters to identify RTCP flows, there needs to be a support for additional fields in the IP packet filter set to handle RTCP traffic. 
Observation 2: Enhancements to the current Application ID based RTCP filtering is needed to meet AF requirements (e.g., privacy).    
Based on the related solution #16, the following changes are proposed for TR 23.700-60.
Proposal
It is proposed to add the following changes to TR 23.700-60.

*** Start of changes ***

[bookmark: _Toc97199156][bookmark: _Ref93394262][bookmark: _Toc101526175][bookmark: _Toc104882876]6.16	Solution#16 : RTP/SRTP based PDU Set identification
[bookmark: _Toc101526176][bookmark: _Toc104882877]6.16.1	Key Issue mapping
This solution addresses the following questions from Key Issue #4 and Key Issue #5
Key Issue#4:
-	What information should be provided to the 5GS regarding PDU Set for integrated packet handling, and how such information should be provided.
-	How the 5GS identifies that a PDU belongs to a specific PDU Set.
Key Issue#5:
-	How does the 5GS identify the PDUs of one PDU Set.

[bookmark: _Toc101526177][bookmark: _Toc104882878]6.16.1	Description
5GS needs to provide enhanced QoS treatment for PDU Sets corresponding to the XR and Media traffic. The application traffic for these services can correspond to diverse transport protocols. Typical streaming media applications tend to use RTP or SRTP as transport protocols. Additional information about the SDF is required to detect and identify PDU Sets from this traffic at the end points of 5GS. This information can be provided by the Application Function which has more detailed information about the traffic.
5GS already provides interfaces through which AF can provide traffic influence parameters for specific Service Data Flow. This solution describes the additional information required for handling XR and media traffic using RTP and SRTP flows.
[bookmark: _Toc101526178][bookmark: _Toc104882879]6.16.1	Procedures
[bookmark: _Toc101526179][bookmark: _Toc104882880]6.16.1.1	Enhancements to IP Packet Filter Set
Currently 5GS uses the IP Packet Filter Set to derive the QoS rule and Packet Detection Rule to identify and classify one or more IP Packets. The following components or combination of these are used for IP Packet Filter Sets as defined in clause 5.7.6 of TS 23.501 [2].
-	Source/destination IP address or IPv6 prefix.
-	Source / destination port number.
-	Protocol ID of the protocol above IP/Next header type.
-	Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.
-	Flow Label (IPv6).
-	Security parameter index.
-	Packet Filter direction.
To identify and map IP packets to one or more PDU Sets, the following components or combinations of them could additionally be used in creating IP packet filter sets.
	RTP header based condition.
	RTP pay-load based condition.
	RTCP header based condition.
	SRTP header based condition.
	SRTP pay-load based condition.
	SRTCP header based condition.
The AF can provide the additional conditions for an SDF through packet filtering information in NEF service, Nnef_TrafficInfluence.


Figure 6.16.1.1-1: AF provisioned guidance for PDU Set identification
[bookmark: _Toc101526180][bookmark: _Toc104882881]6.16.1.2	Conditions for IP packets based on RTP
The conditions based on RTP header could be defined based on either one or a combination of the following fields.
Use of RTP Header extension information: RTP Header extensions can carry additional information on PDU Set type, codec type: RFC 3550 [9], RFC 3551 [20].
Use of marker bit in RTP header: the marker bit can identify the PDU Set boundaries. This information could be used along with a condition to map timestamp/payload type to identify IP packets belonging to a PDU Set. RFC 3550 [9].
Use of RTP header from hint track: ISO/IEC 14496-12 [22], TS 26.244 [23].
The conditions based on RTP payload: RFC 6184 [12], RFC 7798 [21].
Additional information derived from parsing of RTP payload header can identify PDU Set boundaries.
Determination of PDU Set start and end based on RTP Payload format RFCs.
Editor's note:	It is FFS whether setting of individual values in extended IP Filter set conditions allows the AF to specify relationships among RTP protocol fields of different packets, required to identify different patterns per PDU Set level and Payload Type.
Processing of an IP packet with a configured IP filter set may also depend on the status/result of processing of previous IP packets. The UPF processing enhanced packet filter sets may maintain state information of previous IP packets it has processed/sorted into PDU Sets, potentially till the PDB window for each PDU Set.
PCC Rules are able to specify rules for mapping RTCP packets per Application ID with existing architecture. In scenarios where AF does not want to use Application ID linked packet filters to identify RTCP flows, there needs to be a support for additional fields in the IP packet filter set to handle RTCP traffic. AF could also specify an RTCP header parsing information to map RTCP packets to a different QoS Flow. 
Editor's note:	The need to provide conditions for RTCP packet matching other than current IP packet filter set needs to be clarified.
[bookmark: _Toc101526181][bookmark: _Toc104882882]6.16.1.3	Condition for IP Packets based on SRTP
SRTP encrypts RTP payload only. Hence packet filter conditions can be specified using parsing of header information for SRTP streams.
The conditions based on SRTP header RFC 3711 [10] could be defined based on either one or a combination of the following fields.
Use of SRTP Header extension information - RTP Header extensions can carry additional information on PDU Set type, codec type
Use of marker bit in SRTP header – the marker bit can identify the PDU Set boundaries. This information could be used along with a condition to map timestamp/payload type to identify IP packets belonging to a PDU Set.
[bookmark: _Toc101526182][bookmark: _Toc104882883]6.16.3	Impacts to existing nodes
NEF:
-	Enhancement to the TrafficInfluence Service to enable AF to specify additional packet filtering information.
SMF:
-	Configuring PDRs and QoS Rules based on packet filter sets with additional information.
PCF:
-	Use of additional information to derive packets filter set for PCC rules.
UPF:
-	Use of PDR with enhanced packet filter Sets to map downlink IP packets to QoS FlowsPDU Sets.
-  Mapping to PDU Sets from IP filter sets may require UPF to have knowledge of previously processed packets. 
UE:
-	Use of QoS Rules with enhanced packet filter Sets to map uplink packets to QoS Flows.


*** End of changes ***
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